
ʈɽɻʀʆʅɸʃʔʅɸʗ ʉʊʋɼɽʅʏɽʉʂɸʗ ʆʃʀʄʇʀɸɼɸ  

ʇʆ ɿɸʑʀʊɽ ʀʅʌʆʈʄɸʎʀʀ 
30 ʥʦʷʙʨʷ 2022 ʛʦʜʘ 

ʉʊʈʋʂʊʋʈɸ ʆʃʀʄʇʀɸɼʓ 

  ʂʃʖʏɽɺʓɽ ʊɽʄʓ 

1. ɿʘʜʘʥʠʝ ʩ ʚʳʙʦʨʦʤ ʦʪʚʝʪʘ (2 ʙʘʣʣʘ) 

ʊʝʩʪʦʚʦʝ ʟʘʜʘʥʠʝ ʥʘʧʨʘʚʣʝʥʦ ʥʘ ʧʨʦʚʝʨʢʫ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʫʯʘʩʪʥʠʢʘ ʚ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʥʜʝʥʮʠʷʭ ʩʬʝʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ:  

¶ ʂʘʢʠʝ ʫʛʨʦʟʳ ʩʪʘʥʫʪ ʢʣʶʯʝʚʳʤʠ ʚ ʙʣʠʞʘʡʰʝʤ ʙʫʜʫʱʝʤ?  

¶ ʂʘʢʠʤʠ ʤʝʪʦʜʘʤʠ ʧʦʣʴʟʫʶʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʠ ʩʦʚʝʨʰʝʥʠʠ ʘʪʘʢ? 

¶ ʂʘʢ ʥʝʦʙʭʦʜʠʤʦ ʚʳʩʪʨʘʠʚʘʪʴ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ 

ʪʝʢʫʱʠʭ ʨʝʘʣʠʷʭ? 

¶ ʏʪʦ ʪʘʢʦʝ Cyber-Kill Chain ʠ ʧʦʯʝʤʫ ʝʝ ʥʘʜʦ ʫʯʠʪʳʚʘʪʴ ʚ ʩʪʨʘʪʝʛʠʠ 

ʟʘʱʠʪʳ? 

2. ɿʘʜʘʥʠʝ ʩ ʚʳʙʦʨʦʤ ʦʪʚʝʪʘ (2 ʙʘʣʣʘ) 

ʊʝʩʪʦʚʦʝ ʟʘʜʘʥʠʝ ʥʘʧʨʘʚʣʝʥʦ ʥʘ ʧʨʦʚʝʨʢʫ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʫʯʘʩʪʥʠʢʘ ʚ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʥʜʝʥʮʠʷʭ ʩʬʝʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ɼʣʷ ʯʝʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʠʤʤʝʪʨʠʯʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʧʨʠ ʧʦʩʪʨʦʝʥʠʠ 

ʧʦʜʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ? 

¶ ɺʦʟʤʦʞʥʦ ʣʠ ʧʨʦʘʢʪʠʚʥʦʝ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʩʦʚʨʝʤʝʥʥʳʝ ʢʠʙʝʨʘʪʘʢʠ? 

¶ ʉʦʚʤʝʩʪʠʤʳ ʣʠ open-source ʨʝʰʝʥʠʷ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ? 

3. ʆʙʬʫʩʢʘʮʠʷ (4 ʙʘʣʣʘ) 

ʅʝ ʢʦʜʦʤ ʝʜʠʥʳʤ. ɺ ʟʘʜʘʥʠʠ ʧʨʝʜʣʘʛʘʝʪʩʷ ʨʘʩʰʠʬʨʦʚʘʪʴ ʫʩʪʦʡʯʠʚʦʝ 

ʚʳʨʘʞʝʥʠʝ, ʩʢʨʳʪʦʝ ʚ ʩʠʥʪʘʢʩʠʩʝ ʠʟʚʝʩʪʥʳʭ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ.  

ʇʨʦʚʝʨʠʤ ʵʨʫʜʠʮʠʶ? 

suspend fun hop () = println(ñcmp 1 1; jmp nxtò) 

suspend fun say () = println(ñpogò.reversed()) 

suspend fun main() {  

 hop()  

say()  

}  

ʆʪʚʝʪ: ʅʝ ʛʦʚʦʨʠ çʛʦʧè, ʧʦʢʘ ʥʝ ʧʝʨʝʧʨʳʛʥʝʰʴ. 

4. ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪ (6 ʙʘʣʣʦʚ) 



ʋʯʘʩʪʥʠʢʘʤ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʠʥʮʠʜʝʥʪʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʝʜʩʪʘʚʠʪʴ ʩʝʙʷ ʚ ʨʦʣʠ 

çʦʬʠʮʝʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠè ʠ ʦʪʚʝʪʠʪʴ ʥʘ 2 ʚʦʧʨʦʩʘ:  

1) ʂʘʢ ʵʪʦʛʦ ʠʥʮʠʜʝʥʪʘ ʤʦʞʥʦ ʙʳʣʦ ʠʟʙʝʞʘʪʴ? 

2) ʏʪʦ ʥʫʞʥʦ ʙʳʣʦ ʩʜʝʣʘʪʴ, ʯʪʦʙʳ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʝʛʦ ʧʦʩʣʝʜʩʪʚʠʷ? 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ ʫʯʘʩʪʥʠʢʫ ʥʝʦʙʭʦʜʠʤʦ ʧʦʥʠʤʘʪʴ ʩʣʝʜʫʶʱʠʝ 

ʦʩʥʦʚʦʧʦʣʘʛʘʶʱʠʝ ʤʦʤʝʥʪʳ: 

¶ ʂʘʢʠʤ ʦʙʨʘʟʦʤ ʚʳʩʪʨʘʠʚʘʝʪʩʷ ʧʨʦʮʝʩʩ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʚ 

ʩʠʩʪʝʤʘʭ? 

¶ ʂʘʢʠʤ ʦʙʨʘʟʦʤ ʤʦʞʥʦ ʵʪʦʪ ʧʨʦʮʝʩʩ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ? 

¶ ʂʘʢʠʝ ʧʨʝʚʝʥʪʠʚʥʳʝ ʤʝʨʳ ʟʘʱʠʪʳ ʤʦʛʫʪ ʧʦʤʦʯʴ ʥʝ ʜʦʧʫʩʪʠʪʴ 

ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʠʥʮʠʜʝʥʪʘ? 

¶ ʂʘʢʠʝ ʦʩʥʦʚʥʳʝ ʵʪʘʧʳ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʚ ʪʠʧʦʚʦʤ ʧʣʘʥʝ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳ? 

5. CTF Win  (13 ʙʘʣʣʦʚ) 

ɸʢʪʠʚʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʝʪʠ ʧʨʠʭʦʜʠʪ ʩ ʞʘʣʦʙʦʡ ʥʘ ʟʘʤʝʜʣʝʥʠʝ ʨʘʙʦʪʳ 

ʢʦʤʧʴʶʪʝʨʘ. ʆʥ ʧʨʦʷʚʣʷʝʪ ʚʩʝ ʧʨʠʟʥʘʢʠ ʥʝʜʦʚʦʣʴʩʪʚʘ: ʤʦʨʱʠʪ ʣʦʙ, ʤʘʰʝʪ 

ʨʫʢʘʤʠ ð ʠ ʚʦʦʙʱʝ ʥʝ ʩʦʙʠʨʘʝʪʩʷ ʜʦʣʛʦ ʞʜʘʪʴ.  

ʅʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʠ ʚʨʝʜʦʥʦʩʥʳʭ 

ʦʙʲʝʢʪʦʚ ʥʘ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows, 

ʧʨʦʚʝʨʠʚ ʪʠʧʠʯʥʳʝ ʤʝʩʪʘ ʟʘʢʨʝʧʣʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. 

ʂʘʞʜʳʡ ʫʯʘʩʪʥʠʢ ʧʦʣʫʯʘʝʪ ʚ ʩʚʦʝ ʨʘʩʧʦʨʷʞʝʥʠʝ ʚʠʨʪʫʘʣʴʥʫʶ ʤʘʰʠʥʫ, ʥʘ 

ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ ʚʩʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʦʙʲʝʢʪʳ ʠ 

ʧʨʦʚʝʨʠʪʴ ʚ ʢʘʞʜʦʤ ʠʟ ʪʘʢʠʭ ʦʙʲʝʢʪʦʚ ʥʘʣʠʯʠʝ ʩʢʨʳʪʦʛʦ ʬʣʘʛʘ. ʏʝʤ 

ʙʦʣʴʰʝ ʪʘʢʠʭ ʬʣʘʛʦʚ ʥʘʡʜʝʥʦ, ʪʝʤ ʙʦʣʴʰʝ ʙʘʣʣʦʚ ʟʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʥʠʷ 

ʙʫʜʝʪ ʧʦʣʫʯʝʥʦ. 

ʌʣʘʛ ʚ ʤʝʩʪʘʭ ʟʘʢʨʝʧʣʝʥʠʷ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʡ ʬʦʨʤʘʪ: 

Flagˉ1 _ a _ _ _ _ f _ 




